
PRIVACY POLICY



*Before opening the Account and use the Services in accordance Terms of Use,
we advise clients to carefully read this Privacy Policy. If the user does not agree
with this Privacy Policy, then the user should refrain from using the Services or
opening the Account.

1. INTRODUCTION

1.1. The purpose of this Privacy Policy is to describe how and why DEALNOX
LLC (here and after “we,” “our” or “us”) collects and processes personal
information about you, how this information is protected, and your rights in
relation to it. Personal information is information, or a combination of pieces of
information, that could reasonably allow you to be identified.

1.2. DEALNOX LLC only collects the information which is necessary and will
not share the client’s personal information with any third parties unless it is
necessary. Even within DEALNOX LLC, access to clients’ personal information
is limited to only those employees who require such information to handle
matters relating to compliance, identity verification, fraud prevention, and
customer support.

1.3. The following Privacy Policy shall apply to the use of DEALNOX LLC
services specifically, DEALNOX LLC Website https://dealnox.com/, or any
analog, derivative, or variation thereof (together with any related thereto,
individually and/or collectively, as the context may require, the “Website”)

2. DEFINITIONS

2.1. Privacy Policy – this Privacy Policy was created and issued by DEALNOX
LLC;

2.2. User – an individual who can be identified, directly or indirectly, in
particular by reference to – an identifier such as a name, an identification
number, location data or an online identifier, or one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or social identity
of the individual, which has opened the website;

2.3. Personal data – any information relating to an identified or identifiable
natural person; an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person. DEALNOX LLC does not
consider personal data to include information that has been anonymized;



3. PERSONAL DATAWE COLLECT

3.1. DEALNOX LLC collects personal information when you register with
DEALNOX LLC when you use our products or services when you visit website
pages or the pages of certain our partners. We may combine information
about you that we have with information we obtain from business partners or
other companies.

3.2. When you register we ask for information such as your name, email
address, address, city, country, etc. Once you register with DEALNOX LLC and
sign in to our services, you are not anonymous to us.

3.3. We collect information about your transactions with us and with
some of our business partners, including information about your use of
products and services that we offer.

3.4. We automatically receive and records information on our server logs.
This information is used to provide statistical data about our users’
browsing actions and patterns, and does not personally identify individuals.
This information may include:

a) log Information: the type of browser you use, access times, pages viewed,
your IP address, and the page you visited before navigating to our Services;

b) device information: information about the computer or mobile device you
use to access our Services, including the hardware model, operating system and
version, unique device identifiers, and mobile network information.

c) exchange information: information about the exchange transactions you
complete on the website, including the amount of virtual currency associated
with an exchange transaction, the types of exchanges executed, and other
transaction information

3.5. DEALNOX LLC uses the information for the following general
purposes: to customize the advertising and content you see, fulfill your
requests for products and services, improve our services, contact you,
conduct research, and provide anonymous reporting for internal and
external clients.

4. HOWWE USE PERSONAL DATA

4.1. We will typically only process personal information under the following
circumstances:

4.1.1. the processing is necessary to perform a contract with you (or your
employer/ company) or take steps to enter into a contract at your request, such
as to negotiate a contract with us, to fill an order, or to provide product
information that you have requested;

4.1.2. the processing is necessary for us to comply with a relevant legal



obligation, such as keeping accounting records;

4.1.3. the processing is in our legitimate interests, which are not overridden by
the interests and rights of the relevant individual whose personal data is
collected; or

4.1.4. you have consented to the processing.

4.2. Where our reason for processing personal information is because it is
in our legitimate interests, our purpose for processing it will typically be
one of the following:

4.2.1. to identify you (or your employer/company) as a prospective
customer for products or services and provide you with relevant
information about these services and/or invitations to events;

4.2.2. to manage our relationship with you by communicating
with you (or your employer/company) about or providing to
you our services;

4.2.3. to carry out our contractual obligations to customers and users of our
services and to exercise our rights and obligations under such contracts; to
conduct, operate, market, and develop our business activities and improve our
services in order to better serve our customers and users;

4.2.4. to create aggregate data for informational materials and statistical
reports related to our products and services;

4.2.5. to improve the quality of our website(s) and tailor them to your
preferences;

4.2.6. to detect and prevent fraud to ensure the integrity of our markets,
including by conducting surveillance of issuers and trading activities and
reporting suspected misconduct to applicable regulators and authorities;

4.2.7. to comply with our obligations as an operator of Trading Systems (e.g.
Regulation Systems Compliance and Integrity);

4.2.8. to monitor security threats involving the use of our products, website(s),
or other services;

4.2.9. to pursue and enforce our legal rights or defend claims or potential claims
against us related to our business, products, and services; and/or to implement
social networking features you have activated.

4.3. When we process personal information to meet our legitimate interests, we
put in place robust safeguards to ensure that your privacy is protected and to
ensure that our legitimate interests are not overridden by your data privacy
interests or fundamental rights and freedoms. If we ask for your consent to
process your personal information, you may withdraw your consent at any time
by contacting us using the details at the end of this Privacy Policy.



5. DISCLOSURE OF INFORMATION

5.1. DEALNOX LLC does not rent, sell, or share personal information about
you with other people or non-affiliated companies except to provide products
or services you've requested when we have your permission, or under the
following circumstances:

5.1.1. we provide the information to trusted partners who work on behalf of
or with DEALNOX LLC under confidentiality agreements. These companies
may use your personal information to help DEALNOX LLC communicate
with you about offers from DEALNOX LLC and our marketing partners.
However, these companies do not have any independent right to share this
information.

5.1.2. We may share your personal information with law enforcement, data
protection authorities, government officials, and other authorities in the
following cases:

a) If we believe disclosure is in accordance with any law, regulation, or legal
procedure;

b) If we think disclosure is needed to prevent any harm or financial loss;

c) If disclosure is necessary to report certain illegal activity;

d) To protect the rights, property or safety of DEALNOX LLC.

e) If we believe your actions are in violation of this Privacy Policy and/or our
Terms of Use and AML policy.

5.1.3. We transfer information about you if DEALNOX LLC is acquired
by or merged with another company. In this event, we will notify you
before information about you is transferred and becomes subject to a
different privacy policy.

5.1.4. DEALNOX LLC does not provide any personal information to the
advertiser when you interact with or view a targeted ad. However, by
interacting with or viewing an ad you are consenting to the possibility that the
advertiser will make the assumption that you meet the targeting criteria used
to display the ad.



6. COOKIES

6.1. There is a technology called "cookies," which are small text files that a
website transfers to a user's hard disk or browser. Cookies can be used by a
website to enable its users to store tailored information from the website.
Whenever you interact with our website(s), we automatically receive and record
information on our server logs from your browser including your IP address,
"cookie" information, and the page you requested. These cookies act as
identifiers we transfer to your computer or mobile device that allow us to
recognize your browser or mobile device and tell us how and when pages in our
website(s) are visited and by how many people. Because cookies are simple text
and not "executable," a cookie will not give your computer a virus or other
harmful program. We also use Google's Analytics Demographics service to
collect data such as age, gender, and interests. This data is used to better
understand our audience and ensure more targeted advertising on our
website(s). Google opt-out information can be found here.

6.2. You may be able to change the preferences on your browser or mobile device
to prevent or limit its acceptance of cookies, but this may prevent you from
taking advantage of some of our websites’ features. Our advertising partners,
which may include advertisers, advertising agencies, and ad networks, may also
transmit cookies to your computer or device when you view or interact with one
of their ads that appear on our website(s). Also, if you click on a link to a
third-party website, such a third party may also transmit cookies to you. This
Privacy Policy does not cover the use of cookies by any third parties other than
third-party advertiser(s), as described below.

7. MARKETING

7.1. We may communicate company news, promotions, and information relating
to our products and services provided by DEALNOX LLC. We may share
Personal Data with third parties to help us with our marketing and promotional
projects or sending marketing communications. By using DEALNOX LLC, you
accept this Privacy Policy and you agree to receive such marketing
communications.

7.2. Customers can opt out of these marketing communications at any
moment. If you do not want to receive these communications, please send
an email to clients@dealnox.com.

7.3. For product-related communications, such as policy/terms
updates and operational notifications, you will not be able to opt-out
of receiving such information.

8. INFORMATION SECURITY

8.1. We keep personal data only for as long as required to fulfill the purposes for
which it was collected (for example, to maintain an accurate record of customer



dealings), subject to applicable legal, tax, or accounting document retention
requirements.

8.2. We take reasonable technical, administrative, and physical security
measures to protect your information, including applying generally accepted
industry standards to protect the sensitive and/or personally identifiable
information submitted to us during transmission and once we receive it. Despite
these protections, however, we cannot guarantee that your data will be 100%
secure. You should take measures to protect your personal information. If you
have reason to believe that your interaction with us is no longer secure (for
example, if you feel that the security of any account you might have with us has
been compromised), please contact us immediately as detailed under the
“Contact Us” heading below.

9. DISCLAIMER OF LIABILITY FOR THIRD-PARTY
INTERACTIONS

tipite9.1. Your dealings with any third party that is connected in any way to
the website and/or the service are solely between you and any such third party
and are subject to any terms, conditions, policies, warranties, and/or
representations associated with such dealings.

9.2. We offer no guarantees or warranties of quality, trustworthiness, or
reliability of any third-party website, and DEALNOX LLC makes no
representations or warranties regarding anything that may transpire when You
visit a third-party website. Users shall visit such websites entirely at their own
discretion, by their own accord, and at their own risk. Your use of a third-party
website is without warranty or legal liability of any kind on the part of
DEALNOX LLC.

10. SHARE PERSONAL DATA AT YOUR OWN RISK

10.1. We strongly recommend that Users do not share any personal information
when using the service. Please be aware that DEALNOX LLC does not
guarantee the security of any personal information made public through the
service, should you choose to do so. DEALNOX LLC cannot control the use of
any personal information provided by users to third parties who or which have
access to the website or the service and therefore cannot ensure that such
parties will respect your privacy

11. LINKS

11.1. DEALNOX LLC may provide references and/or links to other websites.
This Privacy Policy applies only to our website.

12. NOTIFICATION OF CHANGES

12.1. If we decide to change this Privacy Policy, we will post those changes on



our Homepage, so our users are always aware of what information we collect,
how we use it and under circumstances if any, we disclose it. If at any point we
decide to use personally identifiable information in a manner different from that
stated at the time it was collected, we will notify users and obtain your consent.

13. QUESTIONS AND SUGGESTIONS

13.1. If you have questions or suggestions, please contact us
clients@dealnox.com.


